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Phu luc
THONG TIN CHI TIET VE BANG LED CUA NHIEU PIA PHUONG
BI THAY POI NOI DUNG
(Kém theo Cong vin s6 5409/CATTT-NCSC ngay 11 /12 /2023
cua Cuc An toan thong tin)

1. Thong tin ghi nhan

Trong qué trinh gidm sat trén khong gian mang, Cuc An toan thong tin phat
hién tinh trang c4c bang dién tor quang cdo chay LED cua ca nhéan, t6 chuc trén
mot sO dia ban thudc cac dia phuong trén ca nudc bi thay déi ndi dung hién thi.

TRUUNG MAM NON CAM C

2. Phan tich nguyén nhan

Qua phan tich, diéu tra cac thong tin lién quan, Trung tim Gidm sat an toan
khong gian mang quoc gia ghi nhan dugc mot s6 thong tin nhu sau:

- Cac bang dién tu LED b1 thay 601 noi dung thuong la cac bang LED ct
hogc bang LED c6 xudt x(r khong rd ngudn gde. Cac bang LED nay c6 chung mot
dic diém 1a cho phép quan 1y thong qua WIFI va thuong sir dung cac mat khau
WIFI mic dinh dé doan nhu: 88888888, 11111111, 12345678,...



Google mét khdu méc dinh bang dién tr LED

Théng thudng, mat khau mac dinh duoc str dung khi két noi wifi sé la 8
s6 8 - 88888888.
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- Hién nay ciing c6 rat nhiéu timg dung trén dién thoai cho phép chinh sta
ndi dung bang dién tr LED ngay trén thiét bi di dong, phd bién nhat 1 “Led Art”.
Chi can két n6i vao WIFI ctia bang LED sau d6 truy cép vao tng dung 1 c6 thé
chinh stra dugc ndi dung trén bang di¢n tor LED.

LedArt

m < 7 a

Théng tin hé trg cla ing dung

- Ngoai ra trén céc nén tang mang xa hdi nhu tiktok, facebook,... cling dugc
chia sé rong réi cach thic thyc hién hanh vi nay. Céc ban tré coi day 1a chién tich
dé khoe khoang din dén nhiéu ban hoc va lam theo giy ra tinh trang nhiéu noi
trén ca nude déu xuat hién hanh vi nay.

Hack Led Q

Hack Led #xuhuong Ngén hang cing ko tha thanh nién hdi hién tugng nay
. quanghuwn... > 371K #xuhuong la vat ly hay héa hoc, sao...
Q nguyenviet... D 856K . mantv.vn € D> 3.3M




3. Phwong phap khic phuc

Cuc An toan thong tin dé nghi cdc co quan, t6 chirc lién quan thuc hién mot
sO bién phap sau day dé xir Iy, khic phuc noi dung trén:

- Kiém tra, ra soat lai mat khau WIFI cua bang dién tr dang st dung, thay
d6i thanh mat khau khac c6 tinh phirc tap va kho doan hon (Mat khau can c6 nhiéu
hon 8 ky tu bao gdm ca chir va s6 ky tur dic biét).

- Thuc hién tat WIFI trén thiét bi néu chi quan tri qua két ndi c6 day./.
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